BABYLON UNION FREE SCHOOL DISTRICT
50 RAILROAD AVENUE
BABYLON, NEW YORK 11702

ANNUAL SCHOOL BOARD REORGANIZATIONAL MEETING/REGULAR BUSINESS MEETING
AGENDA
JULY 7, 2020

Meeting protocol: Please state your name when addressing the Board of Education.

L. CALL TO ORDER: 7:00 p.m.

i1, PLEDGE OF ALLEGIANCE
District Clerk

Il ADMINISTRATION OF OATH
a. Swearing in of elected and re-elected Board Members by District Clerk
Carol Ann Dell’Erba, Linda S. Jurs, Dominick Montalto
b. Swearing in of the Superintendent of Schools
Mrs. Linda J. Rozzi

v. ELECTION OF OFFICERS
a. Nominations for President of the Board
b. Swearing in of the Board President (At this time Board President presides over meeting)
c. Nominations of Vice President of the Board
d. Swearing in of the Board Vice President

V. APPOINTMENT OF OFFICERS
RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of Education approves ltem #V-
Appointment of Officers for the 2020-2021 school year as follows:

a. District Treasurer - Donna Lika

b. Deputy Treasurer - Patricia Brink

c. District Clerk - Linda Pesce

d. District Clerk Pro Tem - President of the Board of Education
e. Deputy District Clerk - Peter R. Daly, Ed.D.

Vl. OTHER APPOINTMENTS
RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of Education
approves ltem #VI-Other Appointments for the 2020-202! school year as follows:

a. School Attorneys - Guercio & Guercio
b. [ntemal Auditor - Nawrocki Smith LLP
¢ [Internal Claims Auditor - Dennehy Accounting Services, Inc.
d. School Physicians - Dr. Jack Geffken & Dr. Carl Soranno
e. School Representative for Chapter | Funds - Peter Daly
f. Section 504 Appeals Officer - Daniel D’ Amico
g. Title IX Coordinator - Daniel D’ Amico
h. Records Access Officer - Peter Daly
i. Records Access Appeals Officer - Linda J. Rozzi
j. Asbestos Compliance Officer - Kevin Warren
k. Homeless Liaison - Dennis McGovern
1. Alternate Homeless Liaison - Linda J. Rozzi
m. Surrogate Parent - Colleen Castelluccio
n. Residency Hearing Officer - Linda J. Rozzi and Peter R. Daly
o. Impartial Hearing Officers - attached approved rotational list from VESID
p- DASA Coordinators:
High School - Al Cirone /Michael Collins
Grade School - Steve Goldberg/Lauren Fretto/Elaine DiGiacomo

Elementary School - Travis Davey/Robert Andrews
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Other Appointments Continued
q. Data Protection Officer - Charles Dwyer
r. Chief Election Inspector/ - Nancy Sharapata
Assistant Clerk @ $16,00/hour Alternates: Karen Parrish, Karen Bustamante

VIL

VIIL

IX.

s. Board of Registrars/Election Workers/

Election Inspectors @ $14.00/hour

Election Inspectors Nursing Home (@$25.00/hour - Eileen Scudlo, Karen Bustamante, Patricia Brink, Gail
Farley, Karin Colletti, Frank Bustamante, Maria Lethin,
Laura Lynn Browning, Marie Bohrer, Karen Parrish,
Comeilus  O'Connell, Margaret Mehrer, Lowell
Simpson, Richard Rotzman, Karla Gutierrez, Evelyn
Ericksen

DESIGNATIONS

RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of Education approves

ltem #V11-Designations for the 2020-2021 school year as follows:

a. Official Bank Depositories - All Funds - JP Morgan Chase, Sterling National Bank,
Teachers Federal Credit Union, Wells Fargo
Empire National Bank

b. Regular Monthly Business Meetings - Once each month unless otherwise specified
c. School Board Meetings for the 2020/2021 SY - As attached
d. Official Newspapers of the District - The Beacon, South Bay Neighbor News, Long

Island Business News

AUTHORIZATIONS

RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of Education approves
Item Vl1I1-Authorizations for the 2020-2021 school year as follows:

a. Chief School Officer to Certify Payrolls - Linda J. Rozzi
b. School Purchasing Agent - Peter Daly
c. Alternate Purchasing Agent - Donna Lika
d. Authorization to Establish Petty Cash Funds:
1. High School - Al Cirone & Karin Colletti $100
2. Grade School - Steve Goldberg & Linda McGarvey 3100
3. Elementary School - Travis Davey & Jean Romanchuk f100
4. Business Office - Peter Daly & Gail Farley 3100
5. Buildings & Grounds Office - Kevin Warren & Karen Bustamante $100
6. Food Service Office - Peter Daly & Nancy Padrone £100/bldg.
e. Designation of Authorized Signatures on Checks:
1. All Funds - Donna Lika, District Treasurer and/or Deputy Treasurer
2. Alternate Funds - Patricia Brink, Deputy Treasurer

f. Authorization of the Chief School Officer to

Approve Budget Transfers up to $7,500

as per Board Policy - Linda J. Rozzi
g. Authorization to Establish Substitute Lists Linda J. Rozzi & Daniel D’ Amico
h. Authorization to Approve Attendance at

Professional Meetings and/or Conferences - Linda J. Rozzi
i. Authorization to Approve Board Members'
Attendance at Meetings and/or Conferences - Linda J. Rozzi
j. Authorization to sign Federal Aid
Applications (PL 874) - Linda J. Rozzi & Peter Daly

BONDING OF PERSONNEL

RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of Education approves
Itern #1X-Bonding of Personnel for the 2020-2021 school year as follows:

a. Renewal of Treasurer’s Bond in the amount of $250,000.

b. Renewal of Blanket Bond in the amount of $20,000,
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X.

XL

XIl.

XL

XIv.

XV.

XVL

APPOINTMENTS TO CSE
RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of Education approves
Item #X-Appointments to CSE for the 2020-2021 school year as follows:

Chairperson - Lisa Consolo
Alternate Chairpersons - Steve Vaccaro, Jessica Linder, Allison Waters

Patricia Bocchimuzzo, Dennis McGovern, Elaine DiGiacomo
Psychologists - Jessica Linder, Patricia Bocchimuzzo, Allison Waters
Physician - Dr. Geffken & Dr. Soranno
Child’s Teacher - Regular Education or Special Education
Parent Members - Donna Frole, Margaret Stroehlein, Anne Bonacum

Colleen Castelluccio

APPOINTMENTS TO CPSE
RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of Education approves
Item #XI-Appointments to CPSE for the 2020-2021 school year as follows:

Chairperson - Lisa Consolo
Alternate Chairpersons - Steve Vaccaro, Jessica Linder, Allison Waters

Patricia Bocchimuzzo, Dennis McGovern, Elaine DiGiacomo,
Psychologists - Jessica Linder, Patricia Bocchimuzzo, Allison Waters
Municipality - Representative from Suffolk County
Evaluator - Representative from the program that has

completed an evaluation on the preschool child
Parent Members - Donna Frole, Margaret Stroehlein, Anne Bonacum

Colleen Castelluccio,

NYSSBA LEGISLATIVE LIAISON
RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of Education approves
Elizabeth O’ Brien as the NYSSBA Legislative Liaison for the 2020-2021 school year.

RE-ADQPTION OF BOARD POLICIES: RESOLVED, that upon the recommendation of the
Superintendent of Schools, the Board of Education re-adopts all current Board of Education policies and
regulations for the 2020-2021 school year,

AUTHORIZATION OF CONDITIONAL APPOINTMENTS: RESOLVED, that the Board of Education
hereby authorizes the Superintendent of Schools to make conditional appointment(s) of coaches, advisors,
support staff and/or professional staff other than administrators during the 2020-2021 school year, under
emergency circumstances when the Board of Education is not available to meet. The Board of Education will
confirm or terminate employment of said individual(s) at the next regular scheduled Board of Education
meeting.

SECTION 18 OF THE PUBLIC OFFICERS LAW OF THE STATE OF NEW YORK: WHEREAS,
Section 18 of the Public Officers law of the State of New York authorizes municipal corporations, including
Boards of Education, to adopt supplemental defense and indemnification provisions to those comtained in the
Education Law, and WHEREAS, the statute authorized Boards of Education to defend, indemnify and save
harmless, members of the Board of Education and officers, agents and employees of the Board of Education in
connection with any claims asserted of judgment obtained against such Board members, officers, agents or
employees in any State or Federal Court, or in the amount of any settlement of any such claim, provided the act
or omission from which such judgment or claim arose occurred while the board member, officer, agent or
employee was acting within the scope of his/her office or employment, BE IT THEREFORE RESOLVED,
that upon the recommendation of the Superintendent of Schools, the Board of Education of the Babylon Union
Free School District hereby adopts the supplemental defense and indemnification provisions contained in
Section 18 of the Public Officers Law for its Board members, officers, agents and employees. This coverage
shall supplement and shall be in addition to the coverage available to such persons under other enactments,
including but not limited to the Education Law of the State of New York.

ADJOURN REORGANIZATION MEETING

RESOLVED, that the Board of Education adjourns the Annual Reorganizational Meeting and convenes the
Regular Business Meeting.
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XVII.  Approval of Minutes of the Special Meetings of June 1, 2020, June 10, 2020, June 16, 2020 and June 29, 2020
and Regular Business Meetings of June 8, 2020 and June 22, 2020.

XVIIl. Superintendent’s Report
a. News and Updates Around the District

XIX, New Business

1. RESIGNATION: RESOLVED, that upon the recommendation of the Superintendent of Schools, the
Board of Education accepts the resignation of Patricia Ryder, teacher assistant, effective June 30, 2020,
with best wishes in her future endeavors.

¥

RESIGNATION: RESOLVED, that upon the recommendation of the Superintendent of Schools, the
Board of Education accepts the resignation of Nelson Torres, custodial worker 1, effective June 30, 2020,
with best wishes on his retirement.

3. RESIGNATION: RESOLVED, that upon the recommendation of the Superintendent of Schools, the
Board of Education accepts the resignation of Cathleen Hunter, aide, effective June 30, 2020, with best
wishes on her retirement.

4. ABOLISHMENT OF POSITION: RESOLVED, that the Board of Education hereby abolishes one
position in the elementary education K-6 tenure area, BE IT FURTHER RESOLVED, that the position
abolished shall be discontinued effective July 1, 2020.

5. RECALL FROM PREFERRED ELIGIBILITY LIST: RESOLVED, that upon the recommendation of
the Superintendent of Schools, the Board of Education recalls from the preferred eligibility list Amy
Malone as an elementary teacher effective September 1, 2020. Compensation for this assignment to be
Step 1/MA of the 2020-2021 Babylon Teachers® Association contract. ($64,153)

6. PROBATIONARY SPECIAL EDUCATION TEACHER: RESOLVED, that upon the
recommendation of the Superintendent of Schools, the Board of Education approves the probationary
appointment of Caroline Figoski as a special education teacher effective September 1, 2020 to September
1, 2024*. Compensation for this assignment to be Step |/MA of the 2020-2021 Babylon Teachers’
Association contract. Ms. Figoski holds an initial certificate in SWD Birth-2 and 1-6 and early childhood
education Birth-2 and 1-6. ($64,153)

7. PART-TIME AIDE APPOINTMENTS: RESOQOLVED, that upon the recommendation of the
Superintendent of Schools, the Board of Education approves the following part-time aide appointments
from September 1, 2020 to June 30, 2021. Compensation for these positions to be in accordance with the
2020-2021 aides and monitors association contract. (Step 1-$17.90, Step 2-518.20, Step 3-$18.55)

Elementary School Grade School High School

Lisa Carmody Josephine Roche Barbara Tighe

Lisa Nerney Diane Szuchy Anna Schaefer
Cindy Gerdjikian Alicia Lulley Ellen Altieri
Patricia Tanner Karen Altieri Jean Marie Flaugher
Denise Szymanski Kathleen Fitzgerald Rachael Higgins
Gina Vano Christine Vergano Clare Joseph

Rosa Anna Vittorio Colieen Coll Margaret Fasano
Michelle Melanphy Ana Morales Patrice Ciambriello
Jennifer Lister Farzana Karimi Debbie Cannetti
Krista Maffei Sue Stark Marie Gangone
Amanda Lotriglio

Ellen Smith

Lisa Tourin

Deena Lepper

8. CASUAL APPOINTMENTS: RESOLVED, that upon the recommendation of the Superintendent of
Schools, the Board of Education approves the appointment of Patricia Brink from July 1, 2020 to June 30,
2021 as Deputy Treasurer ($3183) and Extra Classroom Treasurer ($3489)
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1.

15,

16.

SUMMER PART-TIME AIDE AND FOOD SERVICE CLERK APPOINTMENTS: RESOLVED,
that upon the recommendation of the Superintendent of Schools, the Board of Education approves the
following summer part-time aide appointments effective July 1, 2020 to August 31, 2020 on an as needed
basis during that period of time. Compensation to be in accordance with the aides and monitors association
contract and cafeteria association contract. (*$18.55/hour, **$18.20, ***$22.38).

*Ellen Smith *Donna Russo **lennifer Lister  *** Margaret Kelland

. APPOINTMENT FIRST AID/CPR TRAINER: RESOLVED, that upon the recommendation of the

Superintendent of Schools, the Board of Education appoints Grace McHugh as the First Aid/CPR Trainer
for the 2020-2021 school year. Compensation for this appointment to be $90.00/hour.

APPOINTMENT DISTRICT REPRESENTATIVES: RESQLVED, that upon the recommendation of
the Superintendent of Schools, the Board of Education of the Babylon UFSD designates District
representatives for the 2020-2021 school year to have the authority to initiate referrals to the Committee on
Special Education pursuant to NYS Education Law 4401-a()): Mrs. Linda J. Rozzi, Lisa Consolo, Daniel
D’Amico, Steve Goldberg, Jessica Linder, Travis Davey, Al Cirone, Patricia Bocchimuzzo, Dennis
McGovern, Steve Vaccaro, Dennis Murphy, Lauren Fretto, Allison Waters. All other professional staff
shall be authorized to request a referral to the District Director for Special Education which shall be made
on the form approved by the District Director for Special Education.

. APPOINTMENT BUILDING LEVEL COORDINATORS:; RESOLVED, that upon the

recommendation of the Superintendent of Schools, the Board of Education approves the appointments of
the following staff as Building Level 504 Accommodation Plan Coordinators for the 2020-2021 school
year:

Elementary School: Travis Davey, Principal, Patricia Bocchimuzzo, School Psychologist
Alternate: Lisa Consolo, District Director of Special Education

Grade School: Steve Goldberg, Principal, Lauren Freito, Assistant Principal,
Jessica Linder, School Psychologist
Alternate: Lisa Consolo, District Director of Special Education

Junijor-Senior High School: Al Cirone, Principal, Allison Waters, School Psychologist
Alternate: Lisa Consolo, District Director of Special Education

. STUDENT TEACHER: RESOLVED, that upon the recommendation of the Superintendent of Schools,

the Board of Education approves the following student teacher placement for Fall 2020:

Student Teacher Cooperating Teacher
Lena Riporiella Adelphi/PE student Lauren Heck

. AGREEMENT AMENDMENT: RESOLVED, that the Board of Education hereby approves an

Amendment to Employment Agreement between the Board of Education and the Superintendent of
Schools, as more fully discussed in executive session, and hereby authorizes the President of the Board of
Education to execute said Amendment on behalf of the Board.

ESTABLISHMENT OF OVERTIME HOURLY RATE: RESOLVED, that upon the recommendation
of the Superintendent of Schools, the Board of Education establishes the overtime hourly rate of pay for
facility, food service and field light usage for the 2020-2021 school year as follows:

Food Service - $36.18/hour
Security Setvice - $18.00/hour
Custodial Service - $47.3 /hour
Field Lights - $20.00/hour

LONG ISLAND SCHOOL NUTRITION DIRECTORS ASSOCIATION COOPERATIVE BID:
RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of Education
accepts the bids for the purchase of food items and supplies as recommended by the Long Island School
Nutrition Directors Association Cooperative Bid Committee for the 2020-2021 school year.
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17.

18.

19.

o]
[}

NATIONAL SCHOOL LUNCH & BREAKFAST PROGRAM: RESOLVED, that upon the
recommendation of the Superintendent of Schools, the Board of Education authorizes the renewal and the
continued participation of the Babylon Union Free School District in the National School Lunch and
Breakfast Program for the 2020-2021 school year as prescribed in the policies of the United States
Department of Agriculture and the New York State Education Department.

CERTIFICATION OF ACCEPTANCE-FREE AND REDUCED PRICE MEAL POLICY
STATEMENT: RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board
of Education approves the Certification of Acceptance for the continuation of the Free and Reduced Price
Meal Policy Statement, including the Family Income Eligibility Criteria and all required documents for the
2020-2021 school year,

AGREEMENT FOR DIRECT DISTRIBUTION-NYS OFFICE OF GENERAL SERVICES:
RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of Education
approves the agreement between Babylon UFSD and the State of New York, Office of General Services-
Division of Food Distribution and Warehousing goveming the distribution of govemment commodity
foods to the District’s food services program for the 2020-2021 school year.

. ATHLETIC TRAINER CONSULTANT AGREEMENT: RESOLVED, that upon the

recommendation of the Superintendent of Schools, the Board of Education authorizes the President of the
Board of Education to execute a sports training agreement between Professional Athletic Training Services,
PLLC and the Babylon Union Free School District to provide an athletic trainer for the Babylon Union
Free School District for the 2020-2021 school year in the amount of $27,413.48.

. INTERNAL CLAIMS AUDITOR AGREEMENT: RESOLVED, that upon the recommendation of the

Superintendent of Schools, the Board of Education authorizes the President of the Board of Education to
execute an agreement between the Babylon Union Free School District and Dennehy Accounting Services,
Inc. for internal claims auditing services from July 1, 2020 to June 30, 2021. The annual service fee for
2019-2020 is $19,306.

. EXTERNAL AUDITOR AGREEMENT: RESOLVED, that upon the recommendation of the

Superintendent of Schools, the Board of Education authorizes the President of the Board of Education to
execute an agreement between the Babylon Union Free School District and Cullen & Danowski, LLP for
external auditing services performed from July 1, 2020 to June 30, 202i. The annual service fee for 2020-
2021 is $41,000.

. INTERNAL AUDITOR AGREEMENT: RESOLVED, that upon the recommendation of the

Superintendent of Schools, the Board of Education authorizes the President of the Board of Education to
execule an agreement between the Babylon Union Free Schoo! District and Nawrocki Smith LLP for
internal auditing services performed from July 1, 2020 to June 30, 2021. The annual service fee for 2020-
2021 is $30,000.

. FINANCIAL ADVISORY AGREEMENT: RESOLVED, that upon the recommendation of the

Superintendent of Schools, the Board of Education approved the financial advisory agreement between
Capital Markets Advisors, LLC (CMA) and the Babylon Union Free School District effective July 1, 2020
to June 30, 2021, fee structure as per contract. for Bond issues: a base fee of $8,500 plus $0.50 per each
$1,000 of bonds issued, for Note issues: $6,400 for Continuing Disclosure: $2,600*

. WRIGHT RISK MANAGEMENT: RESOLVED, that upon the recommendation of the Superintendent

of Schools, the Board of Education approves the agreement between the Babylon UFSD and Wright Risk
Management to act as a third party administrator for the district’s self-funded workers compensation
program for the 2020-2021 school year. The annual service fee for 2020-2021 is $16,000.00.
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26.

30.

3L

33.

34.

IRS 403B PLAN SERVICES AGREEMENT REINSTATEMENT: RESOLVED, that upon the
recommendation of the Superintendent of Schools, the Board of Education approves the services agreement
reinstatement between the Babylon Union Free School District and OMNI Group for the 2020-2021 school
year. The annual service fee for the 2020-2021 school year is $2,076.00.

. PUPIL BENEFITS: RESOLVED, that upon the recommendation of the Superintendent of Schools the

Board of Education approves the agreement between the Babylon UFSD and J.J. Stanis and Company, Inc.
for pupil benefits for the 2020-2021 school year. The renewal rate is $29.57 per student.

. INTERMUNICIPAL AGREEMENT: RESOLVED, that upon the recommendation of the

Superintendent of Schools, the Board of Education approves the Intermunicipal Agreement between the
Babylon Union Free School District and the Village of Babylon for the 2020-2021 school year, fee
structure as per contract.

. INTERMUNICIPAL COOPERATION CHILDCARE AGREEMENTS: RESOLVED, that upon the

recommendation of the Superintendent of Schools, the Board of Education approves the Intermunicipal
Cooperation Agreements to provide childcare services to children of first responders and medical service
providers in accordance with Executive Order 202.4 between the Babylon UFSD (Host District) and the
following sending districts: West Islip UFSD and Half Hollow Hills CSD.

HEALTH AND WELFARE SERVICES AGREEMENTS: RESOLVED, that upon the
recommendation of the Superintendent of Schools, the Board of Education approves the Health and
Welfare Service Agreements between the Babylon UFD and the following providers for the 2019-2020
school year: Bay Shore UFSD, Jericho UFSD, Massapequa UFSD, West Islip UFSD.

SPECIAL EDUCATION SERVICES CONTRACT: RESOLVED, that upon the recommendation of
the Superintendent of Schools, the Board of Education approves the special education services contract
between the Babylon UFSD and the West Islip School district for the 2020-2021 school year. (SPED-
2020/2021-D)

. COMMITTEE ON SPECIAL EDUCATION AND COMMITTEE ON PRESCHOOL SPECIAL

EDUCATION: RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board
of Education accepts the recommendations from the Committee on Special Education and the Committee
on Preschool Special Education for cases dated February 2020 to July 2020,

SECOND READING OF POLICIES: RESOLVED, that upon the recommendation of the
Superintendent of Schools the Board of Education conducts a first reading of the following policies:
4526/Computer Network Use, 4526-R/Regulation for Computer Network Use, 4526-E.2/Computer
Network Use Regulation Exhibit, 4526.1/Intemmet Safety, 4526.4/Student Email Accounts and
Communication, 8635/Information and Data Privacy Security, Breach and Notification, 8635-
R/Information and Data Privacy, Security, Breach and Notification Regulation, and 8635-E/Parent’s Bill of
Rights for Student Data Privacy & Security and BE IT FURTHER RESOLVED, that the Board of
Education waives the formal second reading of policies 4526/Computer Network Use, 4526-R/Regulation
for Computer Network Use, 4526-E.2/Computer Network Use Regulation Exhibit, 4526.1/Internet Safety,
4526.4/Student Email Accounts and Communication, 8635/Information and Data Privacy Security, Breach
and Notification, 8635-R/Information and Data Privacy, Security, Breach and Notification Regulation, and
8635-E/Parent’s Bill of Rights for Student Data Privacy & Security, as attached.

ADOPTION OF POLICIES: RESOLVED, that upon the recommendation of the Superintendent of
Schools the Board of Education approves and adopts the following policies: 4526/Computer Network Use,
4526-R/Regulation for Computer Network Use, 4526-E.2/Computer Network Use Regulation Exhibit,
4526.1/Intemet Safety, 4526.4/Student Email Accounts and Communication, 8635/Information and Data
Privacy Security, Breach and Notification, 8635-R/Information and Data Privacy, Security, Breach and
Notification Regulation, and 8635-E/Parent’s Bill of Rights for Student Data Privacy & Security, as
attached.
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XX.

XXI.

XXII,

XXIII.

35.

36.

ESTABLISHMENT OF BOARD COMMITTEES: RESOLVED, that upon the recommendation of the
Superintendent of Schools, the following Board Committees be established for the 2020-2021 school year,
and BE IT FURTHER RESOLVED that the Board of Education approves the appointments of Board
Members to chair Board Committees as follows:

Audit: A. Donaldson, chairperson; C. Dell’Erba, President of the Board of Education

Finance: L. Jurs, chairperson, President of the Board Education

Technology: D. Noesi, chairperson, President of the Board of Education

Policy: T. Pané, chairperson, President of the Board of Education

Buildings and Grounds: D. Montalto, chairperson, President of the Board of Education

Curriculum: C. Dell’Erba, chairperson, President of the Board of Education

BUILDING LIAISONS: RESOLVED, that upon the recommendation of the Superintendent of Schools,
the Board of Education approves the appointments of Board Trustees as building liaisons for the 2020-2021
school year as noted:

Elementary School: E. O’Brien

Grade School: L. Jurs

Junior-Senior High School: C. Dell’Erba

OTHER BUSINESS

1.
y)

Upcoming Summer Board Retreat & Conference Opportunities
Late Summer Board of Education Building Tour and Inspection

REPRESENTATIVES OF ORGANIZATIONS - Please stand and state your name.

QUESTIONS FROM VISITORS - Please stand and state your name.

FUTURE BOARD MEETINGS: BOE Regular Business Meeting

Monday, August 10, 2020
7:00 p.m. HS Library

XX1V. ADJOURNMENT

*in order 1o be eligible for tenure, an individual receiving a probationary appointment as a classroom teacher or
building principal shall have received composite or overall annual professional performance review ratings pursuant to
Education Law section 3012-c and/or 3012-d of either effective or highly effective in at least three of the four preceding
years and if the classroom teacher or building principal receives an ineffective composite or overall rating in the final
year of the probationary period he or she shall not be eligible for tenure at that time. Classroom teacher and building
principal means a classroom teacher or building principal as such terms are defined in sections 30-2.2 and 30-3.2 of the
regulations of the Commissioner of Education,



BABYLON UNION FREE SCHOOL DISTRICT
SCHEDULE OF REGULAR BUSINESS AND WORK/STUDY BOARD OF EDUCATION MEETINGS
2020/2021 SCHOOL YEAR

All Regular Business Meetings and Work/Study Meetings of the Board of Education are typically held on Monday evenings
and are open to {he public, unless otherwise noted. Periodically, the Board of Education may consider a motion to enter into
Executive Session to discuss personnel, contractual and other confidential legal matiers. If there is an Executive Session, the
meeting will return to Public Session to consider the agenda and all other items which may properly come before the Board of
Education. On such dates that meetings will begin earlier than the time specified, notice will be posted in all school buildings
as well as reflected on the district website at www.babylonufsd.com

MEETING DATE:

Tuesday, July 7, 2020

PURPOSE: TIME:

Reorganizational Meeting/Regular Business Meeting 7:00 p.m.

Monday, August 10, 2020 Regular Business Meeting 7:00 p.m.
Monday, August 24, 2020 Regular Business Meeting 7:00 p.m.
Monday, September 14, 2020 Regular Business Meeting 7:30 p.m.
Monday, October 3, 2020 Regular Business Meeting 7:30 p.m.
Monday, October 19, 2020 Work/Study Meeting 7:30 p.m.
Monday, November 2, 2020 Regular Business Meeting 7:30 p.m.
Monday, November 16, 2020 Work/Study Meeting 7:30 p.m.
Monday, December 7, 2020 Regular Business Meeting 7:30 p.m.
Monday, January 11, 2021 Regular Business Meeting 7:30 p.m.
Monday, January 23, 2021 Work/Study Meeting 7:30 p.m.
Monday, February 8, 2021 Regular Business Meeting 7:30 p.m,
Monday, February 22, 2021 Work/Study Meeting 7:30 p.m.
Monday, March 8, 2021 Regular Business Meeting 7:30 p.m.
Monday, March 22, 2021 Work/Study Meeting 7:30 p.m,
Monday, April 12, 2021 Regular Business Meeting 7:30 p.m.
Monday, April 26, 2021 Work/Study Meeting 7:30 p.m.

Monday, May 10, 2021

Regular Business Meeting & Annual Budget Hearing 7:30 p.m.
(The Annual Budget Hearing must be held 7-14 days prior to May 18, 2021)

Tuesday, May 18, 2021 Annual School Budget Vote & Trustee Election 6:00 a.m, - 9:00 p.m.
Monday, May 24, 2021 Work/Study Meeting 7:30 p.m.
Monday, June 7, 2021 Regular Business Meeting 7:30 p.m.
Monday, June 21, 2021 Regular Business Meeting 7:30 p.m.

The Babylon Board of Education meetings are held in the Babylon Junior-Senior High School Library, 50 Railroad Avenue, Babylon,
New York.



SECOND READING
ADOPTION OF POLICIES



BABYLON UF5D 4526

COMPUTLER NETWORK USL

The Board of Education is commitied to optimizing student learning and teaching.
The Board considers student access to a computer network. including the Internet. tobea
powerful and valuable educational and research tool, and encourages the use of computers
and computer-related technology in district classrooms solely for the purpose of
advancing and promoting learning and teaching.

The computer network can provide a forum for learning and can significantly
enhance educational experiences and provide statewide. national and global
communication opportunities for staff and students.

All users of the district’s computer network and the Internet must understand that
usc is a privilege, not a right, and that use entails responsibility.

The Superiniendent of Schools shall establish regulations governing the use and
security of the district's computer network, All users of the district’s computer network
and equipment shall comply with this policy and those regulations. Failure to comply may

result in disciplinary action as well as suspension and/or revocation of computer access
privileges.

The Superintendent shall be responsible for designating a District Director of
Technology & Accountability and a Network Administrator tooversee the use of district
compuler resources. The District Director of Technology & Accountability shall be the
Director of the Office of Technology & Accountability. The Assistant Superintendent for
Curriculum and Instruction will prepare in-service programs for the training and development

of district staff in computer skills. and for the incorporation of computer use in appropriate
subject areas.

The Superintendent. working in conjunction with the Deputy Superintendent, the
District Director of Technology & Accountability, the Network Administrator and the
Assistant Superintendent for Curriculum and Instruction' will be responsible for the
purchase and distribution of computer software and hardware throughout district schools.

Adoption date: November 13, 2007
Revised: October 19, 2009
Re-Adoption date:
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REGULATION FOR COMPUTER NETWORK USE FrOLICY

The following rules and regulations govern the use of the district's technology and network
including access to the Internet.

l. Network and Technology Administration

The Superintendent of Schools shall designate a District Director of Technology &
Accountability to oversee the district's technology and network.

The District Director of Technology & Accountability shall monitor and examine all
network activities. as appropriate, to ensure proper use of the system. 4
The District Director of Technology & Accountability shall be responsible for supporting
district policy and regulations governing use of the district's network at the building level
with all network users. X

The Assistant Superintendent for Curmiculum and Instruction and the District Director of
Technology & Accountability shall provide employee training for proper use of the
network.  Staft supervising students using the district's network. in tum, will provide
similar training to their students. including providing copies of district policy and
regulations governing use of the district's network.

The District Director of Technology & Accountability shall ensure that all software
installed on the network has been properly purchased and licensed to the district or work in
conjunction with special education on “Assistive Technology™ instailations and scanning
[or computer viruses.

The District Director of Technology & Accountability shall maintain the district
instructional technology inventory. .
The District Director of Technology & Accountability shall be responsible for the
administration and integrity of the active directory and group policies.

The District Director of Technology & Accountability shall be a part of all planning
projects for any technology installations.

The District Director of Technology & Accountability shall review and maintain Internet
filters for violations or inappropriate access by users.

Only hardware (computers, tablets, printers, workstations, servers, routers, network
switches, etc.) purchased, managed and maintained by the Office of Technology &
Accountability will be permitted on the district network. Personal hardware (consumer
printers, computers, laptops, routers, etc.) will not be maintained nor added to the district’s
network. Faculty and guests may add personal laptops, tablets, and other devices to the
wireless network using the instructions provided by the Office of Technology &
Accountability.

District faculty and staff are prohibited from purchasing and/or receiving (through
donation, grant or loan) technology (hardware and software) without the involvement of
and written permission from the Office of Technology & Accountability.

This includes but is not limited to any software, programs, computers, laptops, printers,
servers, routers, switches, tablets, iPads, or any other hardware requiring district support.
All Student agreements to abide by district policy and regulations, parental consent forms,

and 1:1 device procedures. 1:1 device insurance coverage election form will be kept in the
Office of Technology & Accountability.
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1.

Internet Access

Internet access is a privilege and may be revoked for misuse. malicious use. bullying or
any infraction against the District’s Technology Policies, including but not limited to

Policy 4526, Repulation 4526-R, Regulation 4526.1-R, Policy 4526.4, Policy 8635,

Policy 8635-R, and all other District policies governing the use of information

technology in the District, and or Code of Conduct.

All staff and students will be provided with a district network account,

Internet access is for educational and administrative purposes only.

Internet access is restricted depending on the filtering level of the user.

The district network is the only acceptable medium for Intemnet access for educallonal
purposes and/or of ficial school business.

Cyberbullying, social network sites (such as Facebook, Instagram, Pinterest, Tumblr,
Reddit, Twitter, Google+, Vine, Snapchat, KiK, YikYak, WhatsApp, Tinder, etc.) that
cannot be filtered for inappropriate material are strictly prohibited at all times on the
district’s network except by authorized district administralion for investigative purposes.
The district offers YouTube filtering to allow appropriate educational malterial at the teachers
request

All faculty and staff will be filtered by the district’s Internet filter. In the event a teacher or
class wishes todoresearch or work outside of the filter they will need to request permission
to by pass the filter for a specific topic and/or site.

District devices (purchased by the district through the Office of Technology and
Accountability will automatically receive Intemel/wireless access. Staff may add personal
devices or non-. district purchased devices to the wireless network with approval {rom
the Office of Technology & Accountability. .

Acceptable Use and Conduct

Access to the district's technology is provided for educational or administrative purposes
and or for research consistent with the district's mission and goals.

Use of the district’s technology is a privilege. not a right. Inappropriate use may result in
the suspension or revocation of that privilege.

Staff and students will never share their personal network credentials or any district
usernames/passwords with anyone at any time. All network users are expecled to abideby
the generally accepted rules of network etiquette {netiquette). This includes being polite
and using only appropriate language. Abusive or sexual language or images, vulgarities
and obscenities are all strictly prohibited.

Network users identifying a security problem on the district's network must notify the
Administrator for Information Technology. Under no circumstance should the user
demonstrate the problem to anyone other than to the district official or employee being
notified.

Any network user identified as a security risk or having a history of violations of district
computer use guidelines may be denied access to the district’s network.

Teachers and parents have received copies of the District’s e-mail guidelines.
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1V. Procedures for Proper Use

The following guidelines govern proper use of all district technology.

The individual in whose name an account is issued is responsible at all times for its proper use.
Network users will be issued a login name and password. Passwords must be changed
periodically, Passwords must follow the guidelines issued by the Office of Technology &
Accountability.

* Only approved software, extension and/or apps (purchased and licensed 1o the district) willbe
installed on any district computer, laptop, tablet, mobile device. Under no circumstances will
personal, unlicensed, or unauthorized software be installed on district computers (this includes
district lapiops, tablets and other devices)

* Do not leave the account open and unattended

»  Always log off or log out when leaving a computer.

Other than the Office of Technology & Accountability or a member of the IT Staff, no users

will have any inslzfllaliorj rights on any school district computer (this includes sthool owned
laptops and mobite tablets).

V. Prohibited Activity and Uses

The following is a list of prohibited activity conceming use of the district's technology.
Violation of any of $hese prohibitions may result in disciplinary or other appropriate penalty.
Using the network for commercial activity, including advertising. This includes solicitation
for non-district sanctioned events, products, services or propaganda using the district email
system, website or any other technical resources.

Infringing on any copyrights or other intellectual property rights, including copying.
installing, receiving. transmitting or making available any copyrighted sofiware on the
district computer network.

Using the network 1o receive, transmit or make available to others obscene, offensive, or
sexually explicit material.

Using the network to receive, transmit or make available to others messages that are racist.
sexist, abusive or harassing to others.

. Using the network for any act of bullying or DASA infraction.

. Using another user’s account or password.

Attempting to read. delete, copy or modify the electronic mail (e-mail) of other system
users and deliberately interfering with the ability of other system users to send and/or
receive e-mail.

. Forging or attempting to forge e-mail messages.

Engaging in vandalism. Vandalism is defined as any malicious attempt to harm or destroy
district equipment or materials. data of another user of the district’s network or of any of
the entities or other networks that are connected to the Intemet. This includes. but is not
limited to. creating and/or placing a computer virus on the network.

. Using the network to send anonymous messages or files.
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Using the network to receive, transmit or make available 1o others a message that is
inconsistent with the district's Code of Conduct.

Revealing the personal address, telephone number or other personal information of oneself
or another person.

Violations of students/staff rights as per the Family Educational Rights and Privacy Act
(FERPA), the Health Insurance Portability and Accountability Act (HIPAA), the Children’s
Online Privacy Protection Act (COPPA) and/or the Children’s Internet Protection Act
(CIPA).

Using the network for sending andfor receiving personal messages either to an excessive
degree and/or in a manner inappropriate for a professional and educational environment.
Intentionally disrupting network traffic or crashing the network and connected systems.
Instatling personal software or using personal disks on the district’s computers and/or
network

Using district technology resources for commercial or financial gain or fraud.

Stedling data. equipment or intellectual property. )

Unauthorized file sharing, piracy, or torrent downloading, including the unlawfu!
exchange of copyrighted media, software, or related materials.

Gaining or seeking to pain unauthorized access to any district techniology resources. or
vandalizing the data of another user. '

Wastefully using finite district resources.

Changing or exceeding resource quotas as set by the district without the permission of the
appropriate district official or employee.

Using the network while access privileges are suspended or revoked.

Using the network in a fashion inconsistent with directions from teachers and other staff
and generally accepled network etiquetie.

Privately licensed streaming services (Netflix, Amazon Prime, iTunes Music/Movies,
Hulu, Showtime, HBO, Starz, etc.) are strictly prohibited for use in education as these
services are not under the “Fair Use” law as per the individual license agreements between
individual user and service. These copyrighted broadcasts may not be used in public and
educational setlings and therefore are strictly prohibited on the district network.

Purchase or receipt of hardware (computers, tablets, printers, workstations, servers, routers,
network switches, etc.) without the authorization of the Office of Technology &
Accountability. Only hardware purchased, managed and maintained by the Office of
Information Technology & Accountability will be permitied on the district network.
Personal hardware (consumer printers, computers, laptops, routers, etc.) will not be
maintained nor added to the district’s network. Faculty may add personal laptops, tablets,

devices to the wireless network using the instructions provided by Office of Technology &
Accountability.

No Privacy Guarantee

All users using the district’s technology should not expect, nor does the district guarantee

privacy for electronic mail (e-mail) or any use of the district’s technology. The district reserves
the right to access and view any material stored on district equipment or any material used in
conjunction with the district’s technology.
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VII.  Sanctions

All users of the district’s computer network and equipment are required to comply with the
district’s policy and regulations governing the district’s computer network. Failure to comply with

the policy or regulation may result in disciplinary action as well as suspension and/or revocation
of computer access privileges.

In addition, illegal activitics are strictly prohibited. Any information pertaining to or
implicating itlegal activity will be reported to the proper authorities, Transmission of any material
in violation of any federal. state and/or local law or regulation is prohibited. This includes. but is
not limited to materials protected by copyright. threatening or obscene material or material
protected by trade secret. Users must respect all intellectual and property rights and laws.

VIli. District Responsibilities

The district makes no warranties of any kind. either expressed or implied. for the access
being provided. Further. the district assumes no responsibility for the quality. availability.
accuracy. nature or reliability of the service and/or information provided. Users of the district’s
computer network and the Internet use these informatiog technologies and services at their own

risk. Each user is responsible for verifying the integrity and authenticity of the information that is
used and provided. =

The district will not be responsible for any damages sulfered by any user. including. but
not limited to. loss of data resulting from delays, non-deliveries. mis-deliveries. or service
interruptions caused by its own negligence or the errors or omissions of any user. The district also
will not be responsible for unauthorized financial obligations resulting from the use of or access
to the district’s computer network or the Internet.

Further. even though the district may use technical or manual means to regulate access and

information. these methods do not provide a foolproof means of enforcing the provisions of the
district policy and regulation.

Adoption date: November 13, 2007
Revised date: October 19, 2009
Re-Adoption date:
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COMPUTER NETWORK USE REGULATION
EXHIBIT

Staff Agreement Form

You have requested access to the Babylon Union Free School District Computer
Network. This access includes the use of district-owned hardware, Software and
connections to computers through the Internet, which would connect you with educational

resources worldwide. In accepling an account, you accept the responsibility of using the
network and related resources in an appropriate manner.

Please read the Computer Network Use Regutation (4526-R)and complete this form
to indicate that you agree to terms and conditions outlined.

As an employee of the Babylon Union Free School District and a user of the
computer network, I acknowledge receipt of the Computer Network Use Regutation.

Signature: Date;

Name (Please Print):

Primary Work Location:
Job Title:
Home Address:

tHome Telephone: Day Telephone:

Please complete this form and return same to the Office of Technology &
Accountability, prior to being given your network 1D and initial logon password.

Adoption date: june 10, 2002
Revisited date: October 19. 2009
Re-Adoption date:
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STUDENT EMAIL ACCOUNTS AND COMMUNICATION

Student email can be a powerful communication tool for students to increase
communication and collaboration. Students are encouraged to check their email at least once per
day. Teachers may send email to prade school and Jr.-Sr. high school students to communicate
reminders. course contenl, pose questions relaed to class work. and such. Students may send
email to their teachers with questions or comments regarding class. Students may send email to
other students lo collaborate on group projects and assist with school classes. Students are
encouraged to email staft concerning school-related content and questions However, there will
be no requirement or expectation for staff to answer student email outside of their regular
workday. although they certainly may if they choose. For example, an unanswered email to a
teacher would not excuse a student froni turning in an assignment.

The management of student email account access is critical to ensure safety, high quality and
proper use of the system. The studentemail account management will be accomplished through the
Officeof Technology & Accountability and managed by the District Director of Technology &
Accountability. Students are bound to all of the rules and regulations set forth in the Regulation
for District Technology (4526-R). Prohibitionof Cyberbullying and Harassment Policy (4526.3).
the Code of Conduct{5300). as well astheadditional provisions below. Studentswhoviolateany of
these policies may be subject to revocation of their privileges and may face disciplinary actions as
deemed fit by the Principal or Office of Technology & Accountability .

Procedures for Proper Use and Acceptable Use Conduct
*  All student email accounts are property of the Babylon School District. Email activities
- must comply with all of the District’s Technology Policies, including but not limited to
Policy 4526, Regulation 4526-R, Regulation 4526.1-R, Policy 4526.4, Policy 8635,
Policy 8635-R, and all other District policies governing the use of information
technology in the District. The users of student email accounts are to be deemed for all
purposes knowledpeable of this policy. .
All student email will reside on the District’s Microsoft Office 363 server managed
through the Aclive Directory and maintained by the Officeof Technology & Accountability.
Students are not permitted to use any other email accounts (i.e. Yahoo, Hotmail. AOL.
Gmail, etc.) as official district email accounts or to communicate with faculty and staft.
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For the protection of our students and their own protection. administration. faculty and
staff will only use their official district email address to email students at their official
district email address and not side-step district security using personal or outside email
communication (i.c. Yahoo. Hotmail, AOL. Gmail. elc.).
The student will be removed from the system after graduation. leaving the school district,
or revocation of privileges due to any policy infractions.
Messages posted on the district’s email system cannot cause disruption to the school
environment or normal and acceptable school operations.
* The email system cannot be used to operate a personal business. The account may not
: be sold or otherwise reassigned. The account may be revoked if used inappropriately.
Students will report any ugusual activities such as inappropriate communications.
. obscene email. aitempts by adults (o lure them into dangerous behaviors, and the like to
a faculty member or Principal.
Students will not identify their home telephone numbers, or home addresses in any email
correspondence.
Email sent or received by the district email system is not confidential. Although the
Board of Education does not make a practice of monitoring email, the administration
reserves the right to retrieve the contents of user mailboxes for legitimate reasons. such
as to find lost messages, to conduct internal investigations, to comply with investigations
of wrongful acts or to recover from system failure. :
When issues arise. the Officcof Technology & Accountabitity will deal directly with the
school administration. The school administration will deal directly with the student
and/or parents/guardians. Improper use of the system will result in discipline and
possible revocation of the student email account. Hlegal activities on the system will be
referred to law enforcement authorities for appropriate legal action.
Students will only have the capability of sending/receiving email to/from district email
accounts (administrators, teachers. staff, other students) at the /@ babylonufsd.com.
Student email accounts will not be able to send to or receive from any other domain or
account. The Officeof Technology& Accountability will work towards. a monitored system,
for high school juniors and seniors, to have the capabilities of emailing external accounts
for the purpose of college admissions (i.e. .educational accounts).
The Officeof Technology & Accountability will work towards, 2 monitored system, with
other departments in order to whitelist specific email addresses that are relevant to
instructional programs for Jr.-Sr. High school students.
Students may not forward email to their personal or outside account and will only have
the ability to communicate within the babylonufsd.com domain.
If necessary. the Board of Education. at its discretion. may close the accounts at any time.

Any updates or changes to this email policy by the Board of Education or administration
will be in effect.
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Cross-rel: 4526, Policy lor District Technology
4526-R, Regulation for District Technology Acceplable Use Policy

4526.3. Prohibition of Cyberbullying and Harassment
5300. Code of Conduct

Adoption date:
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INTERNET SAFETY

The Board of Education is committed to undertaking efforts that ser\ e 1o make safe for
children the use of district computers for access to the Internet and World Wide Web. To this end.

the Board directs the Superintendent of Schools to procure and implement the use of technology
protection measures that bloch or filier Intemet access:

For adults: visual depictions that are obscene or represent child pornography. and

. For minors: visual depictions that are obscene, represent child pornography. or are
hannful to minors. as defined in the Children’s Intemet Protection Act.

Subject to staff supervision. however., any such measures may be disabled or relaxed for adults
conducting bona fide research or other law ful purposes. in accordance with criteria established -
by the Superintendent or his or her designee.

S

The Superintendent or his or her designee also shall develop and implement procedures
that provide for the safety and security of students using electronic mail, chat rooms, and other
forms of direct electronic communications; monitoring the online activities of students using
district computers; and restricting student access to materials that are harmful to minors.

In addition. the Board prohibits the unauthorized disclosure. use and dissemination of
personal information regarding students: unauthorized online access by students, including
hacking and other unlawful activities; and access by students to inappropriate matter on the
Internet and World Wide Web. The Superintendent or his or her designee shall establish and
implement procedures that enforce these restrictions.

The District Director of Technology & Accountability designated under the district’s
policy on the acceptable use of district computers (policy 4326) shall monitor and examine all
district computer network activities to ensure compliance with this policy and accompanying
regulation. The District Director of Technology & Accountability shall be responsible for
ensuring that staff and students receive training on their requirements.

All users of the district’s computer network, including access to the Internet and World
Wide Web, must understand that use is a privilege, not a right. and that any such use entails
responsibility. “They must comply with the requirements of this policy and accompanying o
regulation, in addition to generally accepted rules of network etiquette. and the district’s policy on
the acceptable use of computers and the internet (policy 4526). Failure to comply may result in
disciplinary action including. but not limited to. the revocation of computer access privileges,

As part of this policy. and the district’s policy on acceptable use of district computers

(policy 4526). the district shall also provide age-appropriate instruction regarding appropriate
online behavior. including:

a

1. interacting with other individuals on social networking sites and in chat rooms. and
2. cy berbully ing awareness and response,

Instruction will be provided even if the district prohibits students from accessing social
networking sites or chat rooms on district computers.
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Cross-ref: 4526. Computer Use in Instruction

Ref:  Children’s Intemet Protection Act. Public Law No. 106-554
Broadband Data Services Improvement Act/ Protecting Children in the 21 Century Act,
Public Law No. 110-385
47 USC §254
20 USC §6777

_ Adoption date: November 9, 2009
Re-Adoption Date:
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INFORMATION AND DATA PRIVACY, SECURITY, BREACH AND NOTIFICATION

The Board of Education acknow ledges the heightened concem regarding the rise in identity thefi
and the need for secure networks and prompt notification when security breaches occur. The
Board adopts the National. Institute for Standards and Technology Cybersecurity Framework
Version 1.1 (NIST CSF) for data security and protection. The Data Protection Officer (DPO) is
responsible for ensuring the district’s systems follow NIST CSF and working with the Office of
Technology & Accountability adopt technologies, safeguards and practices which align with it.
This will include an assessment of the district’s current cybersecurity state, their target future

cybersecurity state, opportunities for improvement, progress toward the target state, and
communication about cyber security risk

The Board will designate a Data Protection Officer 1o be responsible for the implementation of
the policies and procedures required in Education Law §2-d and its accompanying regulations,

and to serve as the point of contact for data security and privacy. This appointment will be made
at the annual organizational meeting.

The Board directs the Superintendent of Schools. in accordance with appropriate business and
lechnology personnel, and the Data Protection Officer (where applicable) to establish regulations
which address: :
s the protections of “personally identifiable information” of student and teachers/principal
under Education Law §2-d and Part 121 of the Regulations of the Commissioner of

Education;

» the protections of “‘private information” under Statc Technology Law §208 and the NY
SHIELD Act; and _ .

s procedures to notify ‘persons affected by breaches or unauthorized access of protected
information.

1. Student and Teacher/Principal “Personally Identifiable Information™ under Education Law §2-
d

A. General Provisions

Personally Identifiable Information, (“PII"), as applied to student data, is as defined in the
Family Educational Rights and Privacy Act (Policy 5500), which includes certain types of
information that could identify a student, and is listed in the accompanying regulation 8635-

R. The term PII, as applied to teacher and principal data, means the results of Annual
Professional Performance Reviews that identify the individual teachers and principals, which are

confidential under Education Law §§3012-c and 3012-d, except where required to be disclosed
under state law and regulations.

The Data Protection Officer will see that every use and disclosure of PII by the district benefits
students and the district (e.g., improve academic achievement, empower parents and students
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with information, and/or advance efficient and effective school operations). However, PII will
not be included in public reports or other documents,

The district will protect the confidentiality of student and teacher/principal PII while stored or
transferred using industry stand ard safeguards and best practices, such as encryption, firewalls,
and passwords. The district will monitor its data systems, develop incident response plans, limit
access to PII to district employees and third-party contractors who need such access to fulfill

their professional responsibilities or contractual obligations, and destroy PII when it is no longer
needed.

Certain federal laws and regulations provide additional rights regarding confidentiality of and

access to student records, as well as permitted disclosures without consent, which are addressed
in policy and regulation 5500, Student Records. .

Under no circumstances will the district sell PIL. It will not disclose P11 for any marketing or
commercial purpose, facilitate its use or disclosure by any other party for any marketing or

commercial purpose, or permit another party to do so. Further, the district will 1ake steps to
minimize the collection, processing, and transmission of PI}.

Excepl as required by law or in the case of enrollment data, the district will not report the
following student data to the State Education Department:

. juvenile delinquency records;
criminal records;
medical and health records; and
student biometric information

o —

Bad

oy

The district has created and adopted a Parent’s Bill of Rights for Data Privacy and Security (see

Exhibit 8635-E). It has been published on the district’s website at www.babylonufsd.com
and can be requested from the district clerk.

B. Third-party Contractors

The district will ensure that contracts with third-party contractors reflect that confidentiality of

any student and/or teacher or principal PIl be maintained in accordance with federal and state
law and the district’s data security and privacy policy.

Each third-party contractor that will receive student data or teacher or principal data must:

1. adopt technologies, safeguards and practices that align with the NIST CSF;

2. comply with the district’s data security and privacy policy and applicable laws impacting
the district;

3. limit internal access to PII to only those employees or sub-contractors that need access to
provide the contracted services;

4. not use the PII for any purpose not explicitly authorized in its contract;

5. not disclose any PII to any other party without the prior written consent of the parent or
eligible student (i.e., students who are eighteen years old or older):
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a. except for authorized representatives of the third-parly contractor to the extent
they are carrying out the contract; or
b. unless required by statute or court order and the third party contractor provides
notice of disclosure to the district, unless expressly prohibited.
6. maintain reasonable administrative, technical and physical safeguards to protect the
security, confidentiality and integrity of PIl in its custody;
7. use encryption to protect PII in its custody; and
8. not sell, use, or disclose PII for any marketing or commercial purpose, facilitate its use or
disclosure by others for marketing or commercial purpose, or permit another party to do
so. Third party contractors may release PII to subcontractors engaged to perform the
contractor’s obligations, bul such subcontractors must abide by data protection
obligations of state and federal law, and the contract with the district

If any third-party contractor has a breach or unauthorized release of PIL, it will promptly notify

the district in the most expedient way possible without unreasonable delay bul no more than
seven calendar days after the breach’s discovery.

C. Third-Party Contractors’ Data Security and Privacy Plan

The district will ensure that contracts with all third-party contractors include the third-party
contractor’s data security and privacy plan. This plan must be accepted by the district.

At a minimum, each plan will:

1. outline how all state, federal, and local data security and privacy contract requirements
over the life of the contract will be met, consistent with this policy;

specify the safeguards and practices it has in place o protect PII;

3. demonstrate that it complies with the requirements of Section 121.3(c) of the Rules of the
Commissioner of Education;

4. specify how those who have access to student and/or teacher or principal data receive or
will receive training on the federal and state laws goveming confidentiality of such data
prior to receiving access;

3. specify if the third-party contractor will utilize sub-contractors and how it will manage
those relationships and contracts to ensure personally identifiable information is
protected;

6. specify how the third-party contractor will manage data security and privacy incidents
that implicate personally identifiable information including specifying any plans to
identify breaches and unauthorized disclosures, and to promptly notify the district;

7. describe if, how and when data will be returned to the district, transitioned to a successor

contractor, at the district’s direction, deleted or destroyed by the third-party contractor
when the contract is terminated or expires.

2

D. Training

The district will provide annual training on data privacy and security awareness to all employees
who have access to student and teacher/principal PIf. The District Director of Technology &
Accountability shall be responsible for implementing this training program. The training
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program shall include instructions on uniform procedures for staff to follow in the event of a PII
breach or unauthorized disclosure. Such training shall instruct staff that complaints regarding
any issue related to PI! may be reported to the Data ProtectionOfficer, and, further, that any

District employee who receives such a complaint must immediately report it to the Data
Protection Officer.

E! Reporting

Any breach of the district’s information storage or computerized data which compromises the
security, confidentiality, or integrity of student or teacher/principal PII maintained by the district

will be promptly reported to the Data Protection Officer, the Superintendent and the Board of
Education.

F. _ Notilications

The Data Protection Officer will report every discovery or report of a breach or unauthorized
release of student, teacher or principal PII to the State’s Chief Privacy Officer without
unreasonable delay, but no more than 10 calendar days after such discovery.

The district will notify alfected parents, eligible students, teachers and/or principals in the most
expedient way possible and without unreasonable delay, but no more than 60 calendar days afier
the discovery of a breach or unauthorized release or third-party contractor notification.

However, if notification would interfere with an ongoing law enforcement investigation, or cause
further disclosure of P11 by disclosing an unfixed security vulnerability, the district will notify
parents, eligible students, teachers and/or principals within seven calendar days after the security

vulnerability has been remedied, or the risk of interference with the law enforcement
investigation ends.

£

The Superintendent, in consultation with the Data Protection Officer, will establish procedures to
provide notification of a breach or unauthorized release of student, teacher or principal PIi, and
establish and communicate to parents, eligible students, and district staff a process for filing
complaints about breaches or unauthorized releases of student and teacher/principal PII,

I1. ~Private Information™ under State Technolog\' Law §208

“Private information” is defined in State Technology Law §208, and includes certain types of
information, outlined in the accompanying regulation, which would put an individual at risk for
identity theft or permit access to private accounts. “Private information™ does not include

information that can law fully be made available 1o the general public pursuant to federal or state
law or regulation.

Any breach of the district’s information storage or computerized data which compromises the

security. confidentiality. or integrity of ~private information™ maintained by the district must be
promptly reported to the Superintendent and the Board of Education.
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The Board directs the Superintendent o’ Schools. in accordance with appropriate business and
technology personnel. to establish regulations which:

e [dentify and’or define the types of private information that is to be kept secure;
Include procedures to identify any breaches ol security that result in the release of private
information: and

* Include procedures to notify persons affected by the security breach as required by law.
IIl. Employee “Personal Identifying Information” under Labor Law § 203-d

Pursuant to Labor Law §203-d. the district will not communicate employee “personal identifying
information™ to the general public. This includes:

social security number,

home address or telephone number;

personal email address:

Intemnet identification name or password:

parent’s surname prior to marriage; and

drivers’ license number.
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In addition. the district will protect employee social security numbers in that such numbers will
not be:

[. publicly posted or displayed:

2. visibly printed on any [D badge. card or time card;
3. placed in files with unrestricted access; or

4. used for occupational licensing purposes.

Employees with access to such information will be notified of these prohibitions and their
obligations.

Cross-ref.
1120, District Records
3500, Student Records

Ref:

State Technology Law §§201-208
Labor Law §203-d

Education Law §2-d

8 NYCRR Part 121

Adoption Date:
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INFORMATION AND DATA PRIVACY, SECURITY, BREACH AND
NOTIFICATION REGULATION

The district will inventory its eomputer programs and electronic files to determine the types of
information that is maintained or used by the district. and review the safeguards in effect 10
secure and protect that information

L. Student and Teacher/Principal “Personally Identifiable Information” under Education
Law §2-d

A. Definitions

“Biometric record,” as applied to student Personally Identifiable Information (PII), means
one or more measurable biological or behavioral characteristics that can be used for automated

recognition of persons, which includes fingerprints, retina and iris patterns, voiceprints, DNA
sequence, facial characteristics, and handwriting.

"Breach” means the unauthorized acquisition, access, use, or disclosure of student Pl and/or

teacher or principal PII by or to a person not authorized to acquire, access, use, or receive the
student and/or teacher or principal PIl.

- “Disclose” or Disclosure mean to permit access o, or the release, transfer, or other

communication of PII by any means, including oral, writien, or electronic, whether intended or
unintended

“Personally Identifiable Information™ (P11} as applied to students means the following
information for district students:

the student’s name;

the name of the student's parent or other family members;

the address of the student or student's family;

a personal identifier, such as the student's social security number, student number, or
biometric record;

5. other indirect identifiers, such as the student's date of birth, place of birth, and mother's
maiden name;

6. other information that, alone or in combination, is linked or linkable to a specific student
that would allow a reasonable person in the school community, who does not have
personal knowledge of the relevant circumstances, to identify the student with reasonable
certainty; or

7. information requested by a person who the district reasonably believes knows the identity
of the student to whom the education record relates.
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“Personally Identifiable Information™ (PII) as applied 1o teachers and principals means
results of Annual Professional Performance Reviews that identify the individual teachers and
principals, which are confidential under Education Law §§3012-c and 3012-d. except where
required to be disclosed under state law and regulations.
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“Third-Party Contractor” means any person or entity, other than an educational agency (i.e.,
a school, school district, BOCES or State Education Department), that receives student or
teacher/principal PII from the educational agency pursuant to a contract or other written
agreement for purposes of providing services to such educational agency, including but not
limited to data management or storage services, conducting studies for or on behalf of the
" educational agency, or audit or evaluation of pablicly funded programs. This includes an
educational partnership organization that transmits and receives student and/or teacher/principal
PII from a school district to carry out its responsibilities pursuant to Education Law §211-e (for
persistently lowest-achieving schools or schools under registration review) and is not an

educational agency. This also includes a not-for-profit corporation or other nonprofit
organization, other than an educational agency.

B. Comptaints of Breaches or Unauthorized-Releases of PII

If a parent/guardian, eligible student, teacher, principal or other district employee believes or has
evidence that student or teacher/principal PII has been breached or released without
authorization, such person must submit a complaint in writing to the district. Complaints may be
received by the Data Protection officer, but may also be received by any district employce, who
must immediately notify the Data Protection Officer. This complaint process will be
communicated to parents, eligible students, teachers, principals, and other district employees.

The district will acknowledge receipt of complaints promptly, commence an investigation, and
take the necessary precautions to protect personally identifiable information.

Following its investigation of the complaint, the district will provide the individual who filed a
complaint with its findings within a reasonable period of time. This period of time will be no
more than 60 calendar days from the receipt of the complaint.

If the district requires additional time, or if the response may compromise security or impede a
law enforcement investigation, the district will provide the individual who filed a complaint with

a written explanation that includes the approximate date when the district will respond to the
complaint.

The district will maintain a record of all complaints of breaches or unauthorized releases of

student data and their disposition in accordance with applicable data retention policies, including
the Records Retention and Disposition Schedule ED-1.

C. Notification of Student and Teacher/Principal PII Breaches

If a third-party contractor has a breach or unauthorized release of PII, it will promptly notify the
Data Protection Officer in the most expedient way possible, without unreasonable delay, but no
more than seven calendar days after the breach’s discovery.

The Data Protection Officer will then notify the State Chief Privacy Officer of the breach or
unauthorized release no more than 10 calendar days afier it receives the third-party contractor’s
notification using a form or format prescribed by the State Education Department.
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The Data Protection Officer will report every discovery or report of a breach or unauthorized
release of student, teacher or principal data to the Chief Privacy Officer without unreasonable
delay, but no more than 10 calendar days afier such discovery.

The district will notify affected parents, eligible students, teachers and/or principals in the most
expedient way possible and without unreasonable delay, but no more than 60 calendar days after
the discovery of a breach or unauthorized release or third-party contractor notification.

However, if notification would interferc with an ongoing law enforcement investigation or cause
further disclosure of P11 by disclosing an unfixed security vulnerability, the district will notify
parents, eligible students, teachers and/or principals within seven calendar days afier the security

vulnerability has been remedied or the risk of interference with the law enforcement
investigation ends

Notifications will be clear, concise, use language thal is plain and easy to understand, and to the.
. extent available, include:

 a brief description of thc breach or unauthorized release

« the dates of the incident and the date of discovery, if known;

+ adescription of the types of Pl affected:

« an estimate of the number of records affecied;

«  abrief description of the district's investigation or plan to investigate: and

 contact information for representatives who can assist parents or cligible students with
additional questions.

Notification must be directly provided to the affected parent, eligible student, teacher or principal
by first-class mail to their last known address; by email; or by telephone’

Where a breach or unauthorized release is attributed to a third-party contractor, the third-party
contractor will pay for or promptly reimburse the district for the full cost of such notification.

The unauthorized acquisition of student social security numbers, student ID numbers, or
biometric records, when in combination with personal information such as names or other
identifiers, may also constitute a breach under State Technology Law §208 if the information is
not encrypted, and the acquisition compromises the security, confidentiality, or integrity of
personal information maintained by the district. In that event, the district is not required to notify
affected people twice, but must follow the procedures to notify state agencies under State
Technology Law §208 outlined in section 11 of this regulation.

I1. “Private Information™ under State Technology Law §208

A, Definitions

“Private information” means either:
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1. personal information - consisting of any information in combination with any one or
more of the following data elements, when cither the data element or the personal
information plus the data element is not encry pted or encrypted with an encryption
key that has also been accessed or acquired:

« Social security number;

+ Driver’s license number or non-driver identification card number:

» Account number. credit or debit card number. in combination with any required
security code. access code. password or other information which would permit
access to an individual’s financial account;

= account number or credit or debit card number, if that number could be used to
access a person'’s financial account without other information such as a password
or code; or T

» biometric information (data generated by electronic measurements of a person's
physical characteristics, such as fingerprini, voice print, or retina or iris image)
used to authenticate or ascertain a person’s identity; or

2 auser name or email address, along with a password, or security question and answer,

that would permit access to an online account.

“Privale information” does not include information that can lawfully be made available to
the general public pursuant to federal or state law or regulation;

“Breach of the security of the systen™ means unauthorized acquisition or acquisition
without valid authorization of physical or computerized data which compromises the security,
confidentiality, or integrity of personal information maintained by the district. Good faith
acquisition of personal information by an officer or employee or agent of the district for the
purposes of the district is not a breach of the security of the system, provided that the private
information is not used or subject to unauthorized disclosure.

B. Procedure for Identifying Sccurity Breaches

In determining whether information has been acquired. or is reasonably beliered to have been
acquired, by an unauthorized person or a person without valid authorization, the district will
consider:
|. indications that the information is in the physical possession and control of an
unauthorized person. such as the removal of a lost or stolen computer. or other device
conlaining information:
2. indications that the information has been downloaded or copied:
indications that the information was used by an unauthorized person, such as fraudulent
accounts opened or instances of identity thefl reported; and or

4, any other factors which the district shall deem appropriate and relevant to such
determination.

[y LS
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C. Notification of Breaches to Affected Persons

Once it has been determined that a security breach has occurred. the Data Protection
Officer will take the following steps:

1. If the breach involved computerized data onwned or licensed by the district. the district
will notify those New York State residents whose private information was, or is
reasonably believed to have been accessed or acquired by a person without valid
authorization. The disclosure to aftected individuals will be made in the most expedient
time possible and without unreasonable delay, consistent with the legitimate needs of law
enflorcement. or any measures necessary to determine the scope of the breach and to
restore the integrity of the system. The district will consult with the New York State
Office of Inlormation Technology Services to determine the scope of the breach and
restoration measures.

1f the breach involved computer data maintained by the district, the district will notify the
owner or licensee of the information of the breach immediately following discovery, if
the private information was or is reasonably beljeved to have been accessed or acquired
by a person without valid authorization.

I~

The required notice will include (a) district contact information. (b) a description of the

categories of information that were or are reasonably believed to have been accessed or acquired
without authorization. (¢) which specific elements of personal or private information were or are
* reasonably believed 1o have been acquired and (d) the telephone number and website of relevant
state and federal agencies that provide information on security breach response and identity theft

protection and prevention. This notice will be directly provided to the affected individuals by
_any of the following means:

1. Written notice

2. Electronic notice. provided that the person 1o whom notice is required has expressly

consented 1o receiving the notice in electronic form; and that the district keeps a log of
each such electronic notification. In no case, however, will the district require a person to
consent to accepting such notice in electronic form as a condition of establishing a
business relationship or engaging in any transaction.

ud

. Telephone notification. provided that the district keeps a log of each such telephone
nolification.

However. if the district can demonstrate to the State Attorney General that (a) the cost of
providing notice would exceed $250,000: or (b} that the number of persons to be notified
exceeds 300,000: or (c) that the district does not have sufficient contact information. substitute
notice may be provided, Substitute notice would consist of all of the following steps:

1. E-mail notice when the district has such address for the affected individual;

2, Conspicuous posting on the district’s website. if they maintain one: and

3. Notification to major media.
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Howeser. the district is not required to notify individuals if the breach was inadvertently made
by individuals authorized to access the information. and the district reasonably determines the
breach will not result in misusc of the information. or tinancial or emotional harm to the aftected
persons. The district will document its determination in writing and maintain it for at least five
years, and will send it to the State Attorney General within ten days of making the determination.

Additionally. if the district has already notilied affected persons under any other federal or state
laws or regulations regarding data breaches. including the federal Health Insurance Porability
and Accountability Act. the federal lealth Information Technology for Economic and Clinical
Health (111 TECH) Act. or New York State Education Law §2-d. it is not required to notify them
again. Notification to state and other agencies is still required.

D. Notification to State Agencics and Other Entities

Once notice has been made to affected New York State residents, the district shall notify the
State Attorney*General. the State Depariment of State, and the State Office of Information

Technology Services as to the timing, content. and distribution of the notices and approsimate
nuinber of affected persons. )

If more than 5.000 New York State residents are to be notified at one'time. the district will also
notify consumer reporting agencies as to the liming, content and distribution of the notices and
the approximate number of affected individuals. A list of consumer reporting agencies will be
furnished. upon request. by the Office ol the State Attorney General.

IF the district is required to notity the U.S. Secretary of Health and Human Services of a breach
of unsecured protected health information under the federal Health Insurance Portability and
Accountability Act (HIPAA) or the federal Health Information Technology for Economic and
Clinical Health (HI TECH) Act. it will also notify the State Attorney General within five
business days of notifying the Secretary.

Adoption Date:
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Parent’s Bill of Rights for Student Data Privacy & Security

The Babylon Union Free School District, in recognition of the risk of identity thefi and
unwarranted invasion of privacy. alfirms its commitment 10 safeguarding student personally
identifiable information (PIl) in educational records from unauthorized access or disclosure in

accordance with State and Federal law. The Babylon Union Free School District establishes the
tollowing parental bill of rights:

Student PI{ will be collected and disclosed only as necessary to achieve educational
purposes in accordance with State and Federal Law.

A student’s personally identifiable information cannot be sold or released for any
marketing or commercial purposes by the district or any third party contractor. The
district will not sell student personally identifiable information and will not release it for

marketing or commercial purposes, other than directory information released by the
district in accordance with district policy;

Parents have the right 1o inspect and review the complete conlents of their child's
education record (for more information about how to exercise this right, see 3500-R}).

State and fedcral laws. such as NYS Education Law §2-d and the Family Lducational
Rights and Privacy Aci, protect the confidentiality of students’ personally identifiable
information. Safeguards associated with industry standards and best practices. including

but not limited to. encryption. firewalls, and password protection, must be in place when
data is stored or transferred:

A complete list of all student data elements collected by the State Education Department

is available for public review at hitp://nysed.gov.data-privacy-security or by writing to:
Chief Privacy Officer, New York State Education Department, 89 Washington Avenue,
Albany, NY 12234

Parents have the right to have complaints about possible breaches and unauthorized
disclosures of student data addressed. Complaints should be directed to: Babylon UFSD
Altn: Data Protection Officer, 50 Railroad Avenue. Babylon. NY 11702

Complaints can also be directed to the New York State Education Department online at
http://nysed.gov.data-privacy-security, by mail to the Chief Privacy Officer. New York

State Education Department. 89 Washington Avenue. Albany, NY 12234 or by email 1o
privacy@mail.nysed.gov or by telephone at 518-474-0937.

Parents have the right to be notified in accordance to applicable laws and regulations if a
breach or unauthorized release of their student’s PII occurs.

8635-E
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« Parents can expect that educational agency workers who handte PII will receive annual
training on applicable federal and state laws, regulations. educational agency s policies

and safeguards which witl be in alignment with industry standards and best practices to
protect Pl

« Inthe event that the District engages a third-party provider to deliver student educational
services, the contractor or subcontractors will be obligated to adhere to State and Federal
Laws to safeguard student PII. Parents can request information about third party
contractors by contacting Data Protection Officer, 50 Railroad Avenue, Babylon, NY
11702, 631-893-7983, or can access the information on the district’s website at
www.babylonufsd.com.

PARENT BILL OF RIGHTS FOR STUDENT DATA PRIVACY AND SECURITY
THIRD PARTY CONTRACTOR SUPPLEMENT

The Company Namc has been engaged by the Babylon UFSD to provide services. In this .
capacity, the company may collect, process, manage, store or analyze student or teacher/principal

personally identifiable information (PI1). Company Name Data Privacy and Security Plan is as
follows:

Company Name acknowledges that it has the following obligations under New York Education
Law § 2-d with respect to student data received from Babylon UFSD, and agrees that any failure
to fulfilt one or more of these statutory obligations shall be deemed a breach of the Agreement
between Company Name and Babylon UFSD (as well as subject Company Name to various
penalties under section 2-d, including but not limited to civil penalties). Company Name
acknowledges the provisions of the Babylon UFSD Parents’ Bill of Rights, which it mcorporates
into this security and privacy plan as Section 2.

Student Data and Commitment to Data Security
Please outline how all state, federal, and local data security and privacy contract reguirements
over the life of the contract will be met, consistent with NYS Ed Law 2-d, and demonstrate that it

complies with the requirements of Section 121.3(c) of the Regulations of the Commissioner of
Education;

Employee and Subcontractor Privacy Policy

Please specify how those who have access to student and/or teacher or principal data receive or

will receive training on the federal and state laws governing confidentiality of such data prior to

receiving access. Please also specify if the third-party contractor will utilize sub-contractors and

how it will manage those relationships and contracts to ensure personally identifiable
information is protected.

Physical Safeguards

Please describe the location and manner that protects data security and please specify the
safeguards and practices it has in place to protect PII. Please include the following:
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Password protections
Adminisirative procedures

Encryption while Pll is in motion and at rest
Firewalls

L

Data Breaches

Please specify how the third-party contracior will manage data security and privacy incidents
that implicate personally identifiable information including specifying any plans to identify
breaches and unauthorized disclosures, and to promptly notify the district.

Provisions upon Expiration of Agreement
Please describe if, how and when data will be returned to the district, transitioned 1o a successor

contractor, ut the district's direction, deleted or destroyed by the third-party comtractor when the
contract is terminated or expires.

Privacy Contact Information

Parents may challenge the accuracy of PII held by Company Name by conlacling:
Name: :

By ¢-mail:

By Phone:

The contracter's agreement with the district begins on (insert date) and ends on (insert
date). Once the contractor has completed its service to the district, records containing student

PIT will be (select one. destroyed or returned) by (insert date) via the follo'\\:fng (insert method if
destroyed or format if returned).. .

Adoption date:



